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The business supplies customers critical to national infrastructure 

who face stringent regulatory requirements. As such, the Utonomy 

team knew that achieving ISO 27001 certification was a must to 

demonstrate the company’s proactive information security stance 

to customers, stakeholders, and prospects when tendering.

Utonomy already had a basic information security management 

system (ISMS) in place due to the work the team had done to 

achieve Cyber Essentials certification. However, they knew that 

the business needed a more comprehensive ISMS to achieve ISO 

27001 certification successfully. The company needed a platform to 

make ISO 27001 implementation and ongoing compliance as easy 

as possible.

UTONOMY WAS CREATED TO SOLVE 
A SPECIFIC PROBLEM: HELPING GAS 
NETWORK OPERATORS REDUCE 
METHANE LEAKAGE THROUGH PRESSURE 
MANAGEMENT. THE COMPANY HAS 
DEVELOPED INNOVATIVE TECHNOLOGY 
THAT AUTOMATICALLY OPTIMISES 
THE PRESSURE IN GAS DISTRIBUTION 
NETWORKS, TAKING INTO ACCOUNT 
SEASONAL AND DAILY VARIATIONS IN 
DEMAND TO DELIVER A SIGNIFICANT 
REDUCTION IN LEAKAGE.

THE CHALLENGE

Achieved ISO 27001 
certification first time, 

meeting core business goals

Adopted central ISMS for 
securing information and 

managing it all in one place

Used risk frameworks to 
manage product risk and 
policy packs to improve 

staff training

KEY OUTCOMES

“ WE RECOGNISED THAT WE WERE GOING TO NEED ISO 27001 IN 
TERMS OF OUR RELATIONSHIPS WITH OUR CUSTOMERS; THE 
INDUSTRY WAS BECOMING MORE SECURITY AWARE. WE’D DONE A 
FAIR BIT OF WORK AROUND CYBER ESSENTIALS, BUT WE THOUGHT, 
‘WE’RE GOING TO NEED TO STEP UP OUR GAME.” 
 
S T E V E  L E W I S ,  C T O  A N D  C I S O  AT  U T O N O M Y



Utonomy chose the ISMS.online platform for ISO 27001 compliance 

and certification, building out all its ISO 27001 policies, trackers 

and evidence under one roof. Using the platform’s pre-built policy 

templates as a starting point, Steve and his team expanded on the 

templates to suit Utonomy’s specific security objectives and ensured 

they had comprehensive knowledge of the policies and controls 

making up the organisation’s ISMS.

The business migrated product risk documentation into ISMS.online 

to proactively manage product threats and controls within the 

platform using the risk register and risk tracking. With the linked 

work feature, Utonomy mapped over 60 risks and associated 

controls and can now easily monitor and manage product risks 

rather than updating documentation manually. 

THE ISMS.ONLINE SOLUTION

“ THE TEMPLATES GAVE US A STRUCTURE, AND IT WAS AN 
EDUCATIONAL WAY TO LOOK AT AN ACCEPTABLE DESCRIPTION 
OF A PROCESS BECAUSE WHEN YOU’RE COMING IN COLD, IT’S 
ALWAYS DIFFICULT TO KNOW HOW FAR YOU HAVE TO GO WITH 
DOCUMENTATION.”

S T E V E  L E W I S ,  C T O  A N D  C I S O  AT  U T O N O M Y

WE’VE GOT LOTS OF STUFF IN THE 
TRACKERS BECAUSE THEY’RE EASY TO USE. 
IT MEANS THAT THE PEOPLE WHO NEED 
TO BE [TRACKING SECURITY INCIDENTS] 
AREN’T LIKELY TO DO IT SOMEWHERE ELSE, 
LIKE A NOTE IN A BOOK OR IN ONE OF OUR 
OTHER SYSTEMS. AND THAT MAKES IT 
EASIER TO MANAGE AND EASIER TO AUDIT.
S T E V E  L E W I S ,  C T O  A N D  C I S O  AT  U T O N O M Y



THE RESULT
Utonomy achieved ISO 27001 certification first-time within a year 

and has successfully passed two surveillance audits, demonstrating 

the team’s commitment to continually improving the business’s 

security posture.

The Utonomy team has now started to explore new ways to 

use ISMS.online for more efficient compliance. For example, the 

business uses the policy packs feature to deliver and monitor staff 

security awareness and training. Utonomy then uses these policy 

packs as evidence that everyone in the business has completed the 

required training, as the policy pack shows when an employee has 

ticked off the training activity. 

The business also engaged with ISMS.online’s support team to 

discuss an additional bespoke feature to support the business’s 

threat modelling capabilities and implemented those features when 

ISMS.online support provided this within a short timeframe.

By innovating with the ISMS.online platform, as well as managing 

ISO 27001 compliance, Utonomy continues demonstrating its strong 

security stance to external auditors and positions itself as a trusted 

supplier for its critical national infrastructure customers. 

Utonomy also received high praise from an independent consultant 

who reviewed its security measures as part of a pilot programme 

for security in startup innovation. By giving him limited access to its 

ISO 27001 project in ISMS.online, Utonomy achieved an extremely 

positive report.

“ I’M VERY PLEASED WITH THE ISMS.ONLINE PLATFORM, 
IT DID WHAT IT SAID ON THE TIN, AND IT DEFINITELY 
DID HELP US GET OUR ISO 27001 FIRST TIME.”

S T E V E  L E W I S ,  C T O  A N D  C I S O  AT  U T O N O M Y

“ THE PRIMARY INTENT WAS: CAN THIS MINIMISE OUR 
EFFORT TO GET TO ISO 27001? AND I THINK IT’S TRUE, 
AND OUR AUDITORS LIKE [THE PLATFORM].”

S T E V E  L E W I S ,  C T O  A N D  C I S O  AT  U T O N O M Y



WHAT’S NEXT?
After successfully completing its ISO 27001:2013 surveillance audit, 

Utonomy is preparing to update to the latest version of ISO 27001, 

the 2022 iteration of the standard. 

Steve and his team are also mapping the company’s product 

and ISMS controls to the National Cybersecurity Centre’s Cyber 

Assessment Framework. The team can then produce pre-made 

content to help customers complete risk assessments around 

Utonomy as a supplier and show how the product aligns with the 

Framework.

THE ISMS.ONLINE TECHNICAL 
SUPPORT IS SECOND TO NONE, THE 
FIRST LINE SUPPORT GUYS ARE VERY 
KNOWLEDGEABLE ABOUT THE PRODUCT 
AND EXTREMELY HELPFUL. IMPRESSIVELY, 
WHEN I’VE NEEDED TO DO SOMETHING 
THAT IS NOT TECHNICALLY SUPPORTED 
BY THE PRODUCT, THEY HAVE WORKED 
BEHIND THE SCENES TO HELP ME OUT AND 
SOLVE MY PROBLEM WITHIN A FEW DAYS.
S T E V E  L E W I S ,  C T O  A N D  C I S O  AT  U T O N O M Y



For more information, visit our ISO 42001 
solutions page or contact us to see how 

we can help your business.

Book your free demo  

WANT RESULTS 
LIKE THIS?

https://www.isms.online/book-a-demo/

