


October marks Cybersecurity Awareness
Month, an annual campaign to raise
awareness of cyber threats and promote
safer online practices. But is your
organisation implementing security best
practices, and are you reviewing and
updating them as needed?

In this guide, we share ten of the core
information security practices organisations
should establish as part of a robust security
posture this Cybersecurity Awareness
Month — and year-round. From supply

chain security to staff awareness, MFA to
password management.
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The Checklist

Q Enable multi-factor authentication

Update risk assessments

Review supplier security

Run employee cyber awareness training
Update and patch software

Back up data

Enforce password management best practices
Review network security

Review incident response plan

Ensure regulatory compliance
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Enable
Multi-Factor
Authentication

Multi-Factor Authentication (MFA) requires users
to provide an additional form of identification to

an authentication mechanism during the sign-in
process, such as a password and an authentication
code from their device. MFA acts as an additional
barrier against cyber threats, preventing
unauthorised access to your organisation’s
systems and data.
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NCSC guidance states that, while MFA is
still vulnerable to one-time code interception
attacks and push notification fatigue attacks
by threat actors, “any implementation

of MFA is still superior to reliance on

1

passwords alone.

Support MFA with employee cybersecurity
awareness training to ensure employees are
aware of the types of attacks associated
with MFA and how to identify them.
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Update Risk
Assessments

It's important to review and update risk
assessments at reqgular intervals based on
each risk’s score; this is usually defined by
risk likelihood and impact.
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Risks with very high likelihood and severe
Impact, for example, should be reviewed
every month, while risks with very low
likelihood and minor impact could be

reviewed annually.

Regularly reviewing and updating risk
statuses and associated treatments enables
you to stay ahead of evolving threats.
Proactive organisations that undertake

regular risk assessments are more agile,
able to treat or mitigate the impact of risks
before they occur.
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Review Supplier
Security

Supply chain risk is among the biggest
challenges facing organisations. In fact, 60%
of respondents to 10’s State of Information
Security 2025 report agree that security
risks originating from third parties and
supply chain partners are now innumerable
and unmanageable.




That's why reviewing the security posture of
your suppliers is a key element of shoring up
your own security stance; a supply chain is
only as strong as its weakest link.

Many businesses now require suppliers
and vendors to have achieved ISO 27001
certification, ensuring a robust approach
to information security, before agreeing to
work with them.
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Run Employee
Cybersecurity
Awareness

Training

cybersecurity awareness training is a foundational
element of any cybersecurity strategy, ensuring

employees are aware of evolving attack types
and how to report a potential cyberattack to your
security team.
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There are many platforms that offer
cybersecurity training, from training videos
and quizzes to more advanced sessions
almed at employees in specialist roles.

Establishing regular cybersecurity
awareness training ensures employees
are aware of their own cybersecurity roles
and responsibilities and empowers staff to
identify and report potential threats.
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Update and
Patch Software

Ensuring software is up to date and installing
patches allows your business to address
potential security flaws and vulnerabilities
that attackers may otherwise exploit.
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Software vulnerabilities are a key target of
zero-day attacks, wherein attackers exploit
unknown and unpatched software issues.
This exposes organisations and users to
significant risk. Zero-day attacks are also
difficult to detect due to threat actors
leveraging existing vulnerabilities for access,
rather than using social engineering or more
forceful methods of entry into a system.
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#6
Back Up Data

Regularly backing up organisational data to

external or cloud storage is good practice to
ensure your organisation can recover from data
loss if a cyberattack or hardware failure occurs.

This also aligns with the confidentiality, availability,

and integrity (CIA) triad of information security

principles and is crucial for both
data integrity and availability.
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Frequent backups ensure that stored data
IS as up to date as possible, which helps

to minimise the risk of data loss. A well-
executed backup strategy will support your
organisation in recovering swiftly from data
loss incident. Additionally, using encryption
can support your business in keeping data
secure and ensuring confidentiality.



Enforce
Password
Management
Best Practices

Many businesses now require employees to use a
password manager for password generation and storage.
This reduces the need for employees to remember their
passwords for different systems, eliminates the possibility
of password reuse, and protects against credential
stuffing attacks. Password managers also allow for

secure password sharing.
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For organisations that don’t use password
managers, other best practices include
using long, unique passwords with a mix of
uppercase and lowercase letters, as well
as numbers and symbols. Avoid including
personal information such as loved ones’
names and familiar locations.
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Review
Network
Security

Implementing key network security measures helps
organisations to defend more effectively against cyber
threats. On top of consistently auditing network security,
consider implementing:
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e Strong firewalls, to monitor and control
hetwork traffic

e Intrusion detection systems, enabling
security teams to detect and respond to
threats instantly

 Network segmentation, to reduce the
hetwork attack surface and limit the
spread of cyberattacks

e Virtual Private Networks (VPN), ensuring
secure connectivity and remote access.
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Review Incident
Response Plan

Your organisation’s incident response plan should
cover your business’s immediate response to a
cyber attack. The incident response plan should
outline the approach your organisation takes to plan
for, respond to, manage and mitigate the damage
caused by cyber incidents, protecting assets and
operations and ensuring business continuity.
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Your incident response plan should cover a
range of different scenarios and be regularly
updated and tested to ensure effectiveness.
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Ensure
Regulatory
Compliance

As the global compliance landscape
continues to evolve, it's crucial for

businesses to ensure they are compliant
with applicable cybersecurity and data
protection regulations. This includes, but is
not limited to, the Network and Information
Security (NIS 2) Directive, General Data
Protection Regulation (GDPR), California
Consumer Privacy Act (CCPA), and more.




Organisations that are found to be non-
compliant or that experience a data breach
iImpacting the CIA of personal data run the
risk of significant fines and reputational
damage. For example, GDPR non-
compliance incurs a maximum penalty of
$20 million or 4% of an organisation’s global
annual turnover, whichever is higher.
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This Cybersecurity
Awareness Month, make sure
to review your organisation’s

security posture.

Establishing and implementing strong
cybersecurity practices enables your
business to reduce risk, promote robust
security management, and boost
stakeholder trust.
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